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3a4yemM HamM HyXXeH 6ekan?
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3a4yem MoaepHU3MpPOBaTb 3aLnUTy AaHHbIX?

LA

O6na4Hble
MHPACTPYKTYpPbI
Heobxoaumo
3awmwaThb
Y 87% npegnpuatmin
peanu3oBaHa
rmbépunaHas
NHMPaCTPYKTypa

Mo mepe yBenuyeHus
ob0bema AaHHbIX,
BbIMOJSIHEHME PaboT OAHUM U
TEeM XXe cnoco6om npueBoauT
K YBENIMYEHUIO Ynucna
COTPYAHUKOB, yBENIMYEHUIO
KonuyecTBa o6opyaoBaHus
M pOCTYy 3aTpar.

Kak npasuno, 70%
AaHHbIX KOMMNaHUN
pacnoJyioXeHbl B

APXNBHbIX XpaHUIULLax

Pa3Hble TunbI
XpaHuUnuuw, cosaaroT
npob6nemsbl ¢
KOHTpOJieM AaHHbIX
49% opraHusauum
NCNONb3YIOT YETbIPE
nnn d6ornee TUNOB
XpPaHeHNsa AaHHbIX

(3

FOTOBHOCTBL K
BOCCTaHOBJIEHUIO
CTaHOBMUTCHA TpyaHee
noanepXuBaTb
67% 6usHec-
NPOLLECCOB MMEIOT
RTO 4 yaca nnu
MeHee

Utor? Baw TeKywiuMmn noaxop He ABNAETCA HaAeXHbIM ANnA Bawero MsHeca

1 Flexera 2020 State of the Cloud Report

2 Based on Commvault® data analysis of customers reporting their data storage usage types

3 TechValidate survey of users of Commvault® Software, June 2020

4 Gartner, What I&0 Leaders need to know about Disaster Recovery in the Cloud, Published 27 Nov 2019, ID GO0O447956, Analyst(s): Nik Simpson
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Cpe,D,bl AdHHbIX MOCTOAHHO Pa3BNBAKOTCAH

TpeboBaHuUA K pe3epBHOMY KONMMPOBaHUIO 1  TpaauLMOHHLbIE peLueHUs He

BOCCTaHOBJIEHUIO NPOAOIKAIOT pacTu npeaHa3Ha4eHbl Ans COBpeMeHHbIX cpen
+ bonee arpeccusHble SLA 1 TpeboBaHus K » PasHble pelueHnsa HeadheKTUBHbI 1 co3aaroT
BOCCTAHOBJIEHMIO C Y4ETOM POCTa AaHHbIX PUCK NOTEPU AaHHbIX
« MepaneHHas nogaepkka - HeCNoCOOHOCTb .

OrpaHnyeHHasa rmbkoCcTb U3-3a OTCYTCTBUSA

3allATUTL - pOCT NPUNOKEHNIA Uik Cpea noaaep Kk HOBoM MHAPACTPYKTYpPbl, 0BNayHbIX

 [loBbllEHHbIE TPEOBOBAHMS K yNpaBneHno TEXHOMOIMMN N TMNEePKOHBEPrEHTHbIX PELLEHNI
AaHHBbIMW 1 COBMOAEHNIO HOPMATUBHBIX
TpeBoBaHMil « CRnOXHOCTb ynpaBrieHnsa ns3-3a OT?yTCTBVIFI
perrnameHToB, TOYEYHbIX PELUEHNA N OTCYTCTBUS
« Cnabasi nogaepxka obrnayHbIX XpaHUnuLy, NPO3PaYHOCTH

BbIYMCIIEHUN N 0BNaYHbIX MPUNOXEHUN
« OTcyTCTBME aBTOMATU3aLUU U HEBO3MOXHOCTb

NHTErpauumn ¢ NCKYCCTBEHHbIM UHTENNEKTOM U
MaLLMHHBbIM 00y4YeHneM 3amennsieT BpeMs
pearmpoBaHus

* OrpaHn4yeHHoe (ecnun BoobLLe eCcTb) 3awuTa angd
NONb30BaTENbCKUX YCTPONCTB
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Kak noctpoutb npaBunbHyto cuctemy PK Ha base
Commvault?
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KomnnekcHoe pelueHue Ans peLleHus1 caMbIX CNOXHbIX
3agad no 3awuTe AaHHbIX

tt4

U3meHUTe noaxoa K paborte

* VICKYCCTBEHHbIN UHTENSEKT nomMmoraet
obOHapyxmBaTb U KOPPEKTUPOBATb
nnaHbl 3aLWunThbl

* ABTOMaTI/I3l/IpOBaHHbIe nJiaHbl N
NONMNTUKN BOCCTAHOBJIEHUA

» Dashboard n SLA MOHUTOPWHT

NMonyyanTe 6onbLue OT CBOUX
pecypcoB

° XpaHeHI/Ie N nepemMeweHne gaHHbIX
MeXay YPpOBHAMU XPaHEHUA N MeXAY
JTOKaunamm

* ABTOM8TI/I3I/IpOBaHHOG yripaBJieHNne Ha
OCHOBE MNOJINTUK

COMMVAULT &)

BbicTpee yooBNeTBOPATb
noTpedoHoCcTn bU3Heca

e [Mbkoe gobaBneHune 3awnTbl Angd
HOBbIX NPUIMOXEHU, MECT U

NHPACTPYKTYpPHbI
» [Nlopgaoepxka bonbLwMHCTBaA 00Nakos,

rMNepBn30pOB, CUCTEM XPaHEHMS
AaHHbIX

YBepeHHoe cobnioaeHue SLA

e [10CTOAHHbIE BbICOKNE PENTUHTA
OTpacrieBbIX aHANNTUKOB

» ABTOMaTM3npoBaHHble Dashbord’s
MNO3BOMSAT OTCIEXMNBATb COCTOSIHME
[en B pexume pearnbHOro BpeMeHu
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JlerkocTb B peanunsauumn

YcTaHoBwun, HacTpowun, 3anycTun
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Command Center

| .
| Fitier navigetion Overview Dashboard -

Cell ID: 8955C9 Name
% Guided setup ommCell ID 55C9 Nam

Environment Needs attention

35 4

* CHWXeHne CNnoXHOCTN C NOMOLLLIO pre-built o
workflows 1 obLumnpHon bubnunotekn API g ey B fem -

@ Activate

* YOo6Hble wizards’s KOTOpble MOACKaXKYT YTO Y

B Jobs / iiinic s A = > BN
Aenartb S @ 14 179 23 197 4

S n oﬂﬂe p>KKa pyCC KO ro g3 bl Ka - o wm MET: 133 wem MISSED: 32

€ Sstorage

SLA Jobs in the last 24 hours

C yﬂO6H bl l\/ll Vl nOHﬂTH bl |7| Vl HTe pq)eﬁc 3 Wngs Current capacity Storage space Top 5 largest servers
L& Developer tools BACKUP o CumT APPLICATION S1Z
nosrib3oBarTesid

LIBRARY TYPE TOTAL USED DATETO BE
SPA ULL

EfWorkﬂows
1.63 18/1000 T8 PROD-L Disk 1523TB 1004 TE Aug 21,2
e enough EC Disk  200GE

@ web console
ARCHIVE

18/1000 18

......

COMMVAULT &)



Commvault Complete™
Data Protection

[Momoraet obecneuunTb OOCTYNMHOCTb AaHHbIX N
HenpepbiIBHOCTb BusHeca B 06ra4vHbIX U foKanbHbIX cpenax

* VHTennekTtyanbHOE pelleHne ans ynpaeneHust AaHHbIMN,
KoTopoe obecneymBaeT NpocToe, MmacluTabmpyemoe
OpKeCTpOBaHHOE aBapuUMHOE BOCCTAHOBMNEHME, PENSTMKALINIO Y
rMBKOCTb, C BO3MOXXHOCTbLIO NMPOBEPKN BOCCTAHOBMNEHUS.

« [na NT-cneumanucToB, KOTOPbIM HEOBX0ANMO obecnevnTb
OOCTYMHOCTb AaHHbIX BO BCEX cpeaax

« ObGecneymBaeT MOLLHOE pPe3EPBHOE KONUPOBaHME,
nocrnegoBaTernibHOE BOCCTAHOBNEHME N BecnpeueaeHTHYHO
MMOKOCTb.

* ABTOMAaTU3NPOBAHHOE TECTUPOBAHME aBaAPUNHOIO
BOCCTAHOBIEHUA U COOTBETCTBUS CTaHO4apTam

 HapexHas C*)yHKLI,I/IOHaJ'IbHOCTb N HeorpaHn4eHHas

MaCLLITa6I/IpyeMOCTb, B OTJIIN4MNE OT TOYEYHbIX peLueHvu7|
COMMVAULT &)

COMMVAULT
Complete™
Data Protection

Highlights

» KomnnekcHasa opraHusaumsi pe3epBHOro
KOMMPOBaHWA, pennvkaunum n asapmmHoro
BOCCTAHOBEHNSA BCEN MHPPACTPYKTYPbI Ha
0ase eanHon paclumpsieMon nnatgopmel

* BO3MOXXHOCTb BOCCTAHOBSEHUS AAHHbIX U
MNPUNOXEHNI

* HapgexxHasa 3awmTta ot Ransomware n 3awmTa
AaHHbIX C NMOMOLLIbIO LLII/ICprBaHMFI

» [MOKkOe mcnonb3oBaHWE AaHHbIX ANs
obneryeHuns pabotbl DevOps, aHanNUTUKK,
NpoBeAEHNS TECTUPOBAHUS BGE30NacHOCTH,
TECTUPOBaHUS UCNPaBNEHUN 1 OBHOBNEHUI U

T.0.

Copyright © 2021 Commvault | All Rights Reserved 10



COMMVAULT

Backup &
Recovery

Commvault Backup & Recovery

YnpolaeT pe3epBHOE KONMPOBaHWE M BOCCTAHOBMNEHME AaHHbIX
HEe3aBMCUMO OT UX MECTOHaXOXAEHUS

© ¢ O

-

Q) O e

Backup Recovery Migration Snapshots Cloud Storage
3aluuta BUpTyarnbHbIX BoccTtaHoBrneHve Murpauus Vcnonb3oBaHue Mcnonb3oBaHue Integration
MaLLUWH, KOHTEMHEPOB,  BUPTYaribHbIX MaLUVH, NHAPACTPYKTYPbI 13 annaparHbIX CH/MKOB obnaka ans XpaHWTb Konuu

MPUNoXeHnn (B ToM KOHTeNHepPOoB, nokanbHoW cpefbl B AN NPakTU4eckn MacLuTabrpyemocTu 3aLUMLLEHHBIX AaHHbIX
yucrne obnayHbix), 6a3 MPUIOXXeHuN (B TOM obriako unu gaxe MrHOBEHHOrO pabo4nx Harpysox, B OIHOM UMK
[AaHHbIX, KOHEYHbIX yucne obnayHblx), 6a3  Mexay HECKOINbKUMMU BOCCTaHOBIIEHUS MOBUNBHOCTY, HECKOMBKUX MECTax
YCTPOWCTB, pannos. AaHHbIX, KOHEYHbIX obnakamu LieSibIX TOMOB JaHHbIX AOCTYMHOCTH,
YCTPOWCTB, (panmnos. CHWXEHUA 3aTpar.
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. COMMVAULT
Commvault Disaster Recovery

Disaster
[MomoraeTt obecneunTb HENPEPLIBHOCTb Bn3Heca B 00nayvHbIX U Recovery
nokanbHbIX cpeaax
<%
& Y
\.
Orchestration Replication Data Mobility Security Recoverability
[MpocTaa B peanusaumn  bbeicTpas, rubkas OntnmusnpoBaHHas HapgexHasa 3awmta ot Bo3amMoXHOCTb
opkecTpauma DR ¢ pennukaums NO CTOMMOCTHU BbiMoratensckoro 10 BOCCTAHOBIEHUS C
aBTOMaTU3NPOBaHHOWN MOBUIBHOCTb n 6e3onacHoOCTb NOMOLLbIO YNpaBrieHUs
OTYETHOCTLIO O obnayHbIX JaHHbIX U KONUAMW OaHHbIX
cobntogeHnn HaZeXHasa MHTerpauus
HOpPMaTUBHbIX
TpeboBaHui
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PacwupsieM hbyHKUMOHaAN n Bo3amoxxHocTtn Commvault
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Commvault’s portfolio

O

Complete
ransomware protection
& broadest coverage.

&

Visibility across your
data to manage and
identify risk.

(%

Consistent repeatable
processes and multiple
recovery options.

Commvault COMMVAULT ® COMMVAULT °® COMMVAULT ®
Complete™ Data File Storage Data eDiscovery &
Protection Optimization Governance Compliance

Assess and Mitigate Risks

Isolate, Lock, and Harden Data from Changes

Assess business-critical and sensitive data risks

Drive actions to backup, secure, and reduce the attack surface

Monitor and Find Anomalous Threats

Review access history and patterns

Analyze Data and Automate Actions Investigate data breaches and perform remediation actions

COMMVAULT &)
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Onpepensiem 3apgayun

COMMVAULT &)

Identify silos of
* Business critical data

* Sensitive data

» Passwords

With with Automated &
manual tagging

Expose additional

vulnerabilities
» Data sprawl and orphan data
» Access control gaps

File security »  Review

Full Control (12) Cloar Modify Access (5)

Write Access (5) List Access (6)
Q Q Q
All Al Al Al
M Everyone BUILTIN\Administrators BUILTIN\Administrators BUILTIN\Adrministrators
IMM\praveen Everyone Everyone BUILTIN\Users
IMM\nmarathe NT AUTHORITY\SYSTEM NT AUTHORITY\SYSTEM Everyone
IMM\dscott IMMiapiccolo IMM\apiccolo NT AUTHORITY\SYSTEM
TMM\amurphy CREATOR OWNER CREATOR OWNER TMM\apiccolo
TMMdev CREATOR OWNER
IMMiapiccalo
showal  sowam Stow Al Shaw Al
Name % of parent Size Folders Files Full Gontrol Madify Access Write Access List Acces
Everyans Everyone Everyone :’:’:1':{
NTAUTHORITY\SYST... ~ NTAUTHORITY\SYST... NTAUTHORITYASYST...
randayj3hlixt 1@ 350.26 KB [ 5 . IMMapice.
"~ BUILTINWA
BUILTI BUIL BUILT) e
Everyone Everyone :f;’s: .
NTAUTHORITVSYST... | NTAUTHORITYSYST... NTAUTHORITYASYST...
randssax vt arees 2.48 MB 0 5 N

IMMapice.
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BicTpaBaem 3awjmurty
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Protect (backup) critical
files

¢ Commvault Complete™ ..

Data Protection

Reduce the attack surface
e Delete, move, & archive

Secure what remains

* Rectify access controls
for critical/sensitive data
exposure

E: > KiwiData > workfiles > Marketing > Digital Marketing > fake_ssn.txt

Owner

Permissions

© The chang

User

v Everyone

es are not saved. To save, C

Full control

Modify

Read & execute

Read

e
lick Review changes
Add user Review changes
Permission
No access *
Allow Defy

Copyright © 2021 Commvault | All Rights Reserved




HaGnopgaem 3a nHdpacTpykropoun

COMMVAULT &)

Review anomalies,
access history and
patterns

)

File monitoring report: HFILERS

e hfilerS.testlab.commvault.com > ChitraTest > nikhil_

Owner

File activity

Allevents v |

©07/10/20,07:01PM 3 TESTLAB\admin
©07/10/20,07:00PM 3 TESTLAB\admin
©07/10/20,07:00PM & TESTLAB\admin
©07/10/20,07:00PM TESTLAB\admin
©07/10/20,07:00PM & TESTLAB\admin
©07/10/20,07:00PM & TESTLAB\admin

07/10/20,07:00PM 3 TESTLAB\admin
®07/10/20,07:00 PM & TESTLAB\admin

e file:

-y

Unusual file activity | Week 1| Day

Created files Renamed files Deleted files Modified files

> CCN.txt

Copyright © 2021 Commvault

| All Rights Reserved
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Pearnpyem Ha coObITUSA

Investigate data .

breaches

Reactive data .

remediation
Live and backup data

Critical and sensitive
Respond data

i '8

Delete files Move files Archive files

%)

Set retention Ignore risks Ignore files

File options (®) Delete all 197 files

-Delete from backup
@ Create review request

Request name WS-KiwiCorp delete 1-7-2021 10-09-29 PM

Reviewers

Assign reviewers

Enter user(s) or user group(

No reviewers are assigned for this request

Destination

Path

User name

Password

File options (® Move all 197 files

D Create review request

Cancel m

COMMVAULT &)
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BocctaHaBnuBaem u npogornkaem paboTy

:
Gather evidence . el i

- Sensitivity (26 )
and audits
A Critical
. eD|scovery FulName  ident faton  satus T ———
- jasonSmit h T Ful Time [ 26 )
* Review N N
policies/procedures sics; NI, (e —
Joseph Jones | ] d
nnnnnnnnn — ime us k
. . & Theda Barba [N  Full Time TESUE DAY D002
Comply with regulations T — B
° GDPR, CPRA, etC eeeeeeeeeeee " d o T
. James Sim I il Time
* Subjectaccess @000 e — e
uuuuuuuuuuuu [ | Time
requests =" F——— v At
epps I Full Time
nnnnnnnnnnnn B Ful Time

Recover
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BbiBOAbI
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[MpenocTtaBnaeT 3HaYUTESNBbHYIO LLeHHOCTb A Ou3Heca

COMMVAULT COMPLETE DATA PROTECTION

YHUBEPCAJbHbIU NMOHATHbIN r’MBKUNA
« Any workload, any time « Multi-Cloud DR * Flexible RPOs
« Software consolidation  Scale out on traffic * Sub-minute to 8+ hours
- Workload consolidation - Auto-power on requests * Flexible RTOsO
 Single platform « Cloud web scale storage  Nearzeroto 24+ hours
: « Consistent across VMs, DBs,
 Single console to manage * Deploy from cloud marketplace

and Files
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Thank you
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